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Abstract

We investigate the behavior of the nonlinearity for Boolean functions when their inputs are
restricted to affine subspaces of the original domain. Functions which maintain a relatively
high nonlinearity are of interest for cryptographic applications. To capture this behavior, we
introduce the notion of k-restriction nonlinearity, as the minimal nonlinearity achieved when
restricting to affine spaces of codimension at most k. We give some results that facilitate the
computation of this parameter for direct sums of functions and for functions of relatively low
nonlinearity. These results are then applied to two important classes of functions. Firstly, for
direct sums of monomials, we provide an explicit formula and a characterization, showing
that the k-restriction nonlinearity equals the nonlinearity of the direct sum of monomials
obtained from the original function by removing any k non-linear monomials of lowest
degree. In general, the nonlinearity decreases by only a small amount for such functions.
Secondly, for threshold functions, we prove that under certain conditions on the parameters,
the k-restriction nonlinearity equals the nonlinearity of a related threshold function in fewer
variables, from which an explicit formula for the k-restriction nonlinearity is derived.
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1 Introduction

Boolean functions used in cryptography need to satisfy certain requirements in order to
resist attacks. In particular they need to have high nonlinearity, high algebraic degree, high
algebraic immunity etc. These parameters should ideally not decrease significantly when
the Boolean function is restricted to a hyperplane (or an affine subspace of reasonably high
dimension) contained in its original domain. This stability is crucial for ensuring robustness
against guess-and-determine attacks, where an adversary constrains the function’s input to
a specific affine subspace, thereby reducing the complexity of the attack.

A recent study [3] investigated the stability of the algebraic degree of Boolean functions
under such restrictions. In this paper, we continue this line of research by examining another
fundamental cryptographic property, namely the nonlinearity.

A key insight from Canteaut et al. [1] is that for any bent function f (a function achieving
optimal nonlinearity), the restriction of f to any hyperplane of I remains nearly bent. This
means that within the class of bent functions, nonlinearity remains relatively stable under
hyperplane restrictions.

For a Boolean function f, we introduce the notion of k-restriction nonlinearity, that cap-
tures the minimal possible nonlinearity that f can have when restricted to affine spaces of
codimension at most k (see Definition 3). The normalized version of nonlinearity is used
throughout, as it provides a fairer comparison between functions in different numbers of
variables. Some general properties of the k-restriction nonlinearity are given in Section 3.

In Section 4 we examine this parameter for the case of functions which are direct sums
of m functions, i.e. f = f1 + ...+ fi such that f; have disjoint sets of variables. We show
in Theorem 3 that in this case the k-restriction nonlinearity of f is lower bounded by the
nonlinearity of the direct sum obtained from the original function f by removing k of the
summands f; of highest nonlinearity. We then apply these results to the class of direct sums of
monomials. Previous results considered the nonlinearity of such functions when restricted to
only certain affine spaces, namely the ones defined by equations of the formx; = Oorx; = 1,
see [9], or to the set of vectors of a specified Hamming weight (such sets are not affine spaces)
—see [5]. Our result (Corollary 1) gives the explicit value of the k-restriction nonlinearity of
a direct sum of monomials f = fi; +...+ f,;, by showing that it is equal to the nonlinearity
of f = fi+ ...+ fin—k, where f; are ordered such that deg(f;) > ... > deg(fin) > 2
(any terms of degree 1 can be ignored for the purpose of computing nonlinearity). This also
gives a full characterization of the k-restriction nonlinearity of all the quadratic functions,
since all quadratic functions are EA-equivalent to direct sums of monomials. We note that
for direct sums of monomials, the nonlinearity is in general relatively stable (except for some
edge cases), i.e. the k-restriction nonlinearity is not much lower than the nonlinearity of the
function.

In Section 5 we show that for functions f of normalized nonlinearity at most %, a clos-
est affine function ¢y has another useful property: £o is also a closest affine function for
the restriction of f to any hyperplane H. This considerably reduces the search space for
determining the 1-restriction nonlinearity of f. A generalization of this result to arbitrary
codimension k is also given.

We apply then these results to threshold functions in Section 6. A threshold function
T4, in n variables returns 1 if and only if the Hamming weight of its input is at least d.
Its nonlinearity can be explicitly computed (see [4]), Threshold functions are an important
subclass of symmetric functions (i.e. functions which are invariant to permutations of the
variables). For most, but not all threshold functions we provide an explicit formula for the
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k-restriction nonlinearity, by showing that it is equal to the nonlinearity of a related threshold
function in n — k variables. For the threshold functions not covered by these results, we give
conjectures supported by computational data.

2 Preliminaries

We let IF; be the finite field with two elements and [ be the vector space over IF; of
dimension n. A function f : F; — F» is an n-variable Boolean function. It can be uniquely
represented in Algebraic Normal Form (ANF), that is, as a polynomial function of degree at
most one in each variable, f(x1,...,x,;) = Z,g] n) Al [Lie; xi> with a; € F (see e.g.
Carlet [2]).

The algebraic degree of a Boolean function f, denoted by deg(f), is the degree of its
ANF representation. Those functions of algebraic degree at most one (respectively, two) are
called affine (respectively quadratic).

.....

Notation 1 For every n-variable Boolean function f, we denote by Var( f) the set consisting
of all the elements i € {1,...,n} such that x; appears in at least one term with nonzero
coefficient in the ANF of f.

For every vector v € ', the Hamming weight w(v) of v is the number of its non
zero coordinates (i.e. the cardinality of the support set of v, {i € {1,...,m}|v; # 0}). The
Hamming distance, d(v, v’), between two vectors v, v’ € Frz” is the number of positions where
they differ, i.e. the cardinality of {i | v; # v;}. Note that d(v, v') = w(v — v) = w(v + v').
The Hamming weight w( f) of a Boolean function f with domain I is the Hamming weight
of its truth table, or equivalently the cardinality of the support of f, {x € 5| f(x) # O}.
The Hamming distance between two functions f1, f>, denoted by d( f1, f2), is the Hamming
distance between their truth tables, or equivalently, d( f1, f2) = w(f1+ f2). The nonlinearity
nl(f) of a Boolean function f is the minimum Hamming distance between f and affine
functions.

We will work with functions in different numbers of variables, say two functions fj and
f2, in ny and ny variables, respectively. Comparing their weight or nonlinearity directly
would not be fair, as their weight and their distance to an affine function (or any function)
can be up to 2" for f; and up to 2”2 for f,. For a fairer comparison, we will normalize
the weight and the nonlinearity. Namely, for vectors v, v’ € F}' the normalized weight
and distance are defined as nw(v) = nilw(v) and nd(v, V') = %d(v, v') (i.e. dividing by the
length of the vector). Similarly, the normalized weight, distance and nonlinearity for functions
f, fi, fo in n variables are defined as nw(f) = %w(f) and nd(f1, f2) = zi,,d(fl, f2) and
nnl(f) = zi,,nl( f), respectively (i.e. dividing by the length 2" of the truth table).

Recall that the Walsh-Hadamard transform of a Boolean function f is the function Wy :

F7 — R defined as Wy (u) = Z (=1)F®Fx forall u € F?, where “ 7 denotes the usual
xelf}
inner product. Again, we will use the normalized version:

Definition 1 The normalized Walsh-Hadamard transform of a Boolean function f in n vari-
ables, denoted here by NW ¢, is the function NW ¢ : 7 — R defined as

1
_ _1\f)+ax
NW @) = 330, (D0,

forall a € IF5.
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The nonlinearity of a function is related to its Walsh-Hadamard transform, namely nl(f) =

1
o=l 5 meIlFx |Wf (a)} (see, for example [6]). Normalizing, we obtain
a€elf}

1
ml(f) = 3 (1 —m%§|wa(a)|>. (1
aglty

The (normalized) nonlinearity satisfies the bounds nl( f) < 2=l _9n/2=1 gand nnl(f) <

1 1
5 (1 — 2—,1), respectively; functions that attain the upper bound are called bent functions
2

1 1
(in which case n must be even). When 7 is odd, functions f with nnl(f) = 3 (1 — ﬁ>

are called nearly bent functions. ’
Remark 1 It is well-known, and easy to check from the definition of the Walsh-Hadamard
transform that if a function f in n variables is viewed as a function in m > n vari-
ables, that is, as a function g(xi, ..., Xy, ..., Xn) = f(x1,...,x,;) we have Wy(a,b) =
80(b)2" "Wy (a)2" ™" Wy (a) (where d is the Dirac symbol at 0 i. e the indicator of {0}) for
alla € 5, b € F7'™". Consequently, nl(g) = 2" "nl(f). However, the normalized version
of the nonlinearity remains unchanged; namely, nnl(g) = nnl( f) (for the normalized Walsh-
Hadamard transform we have instead NW, (a, b) = §9(b)NW f(a)) and nnl(g) = nnl(f).
Similarly, the normalized weight remains unchanged, nw(g) = nw( f).

We recall the values of the normalized nonlinearity for some simple functions. When f is a
monomial function of algebraic degree r > 2, we have

1
nnl(f) = Tk 2)

When a function f is a direct sum of two functions g and 2 in n| and n, variables, respectively
(ie., f = g+ h and Var(g) N Var(h) = ), it is known that Wy (a,b) = Wy(a)Wy(b)
forall a € IF'Z”, b e ng (see [6] for example). This means we also have NW f(a, b) =
NW, (a)NW,,(b) and therefore,

nnl(f) = % (1 — (1 —2nnl(g))(1 — 2nnl(k))) = nnl(g) + nnl(h) — 2nnl(g)nnl(k). (3)

More generally, when f = f; + - - - + f;; is a direct sum of m functions, we have

1 m
ml(f) = 5 (1 - 11(1 - 2nn1(f,-))) . 4)
Note that in this case we have, for any subset I C {1, ..., m},
nnl( f) > nnl (Z f,-) ) 5)
iel

When f = f1+-- -+ fi, is adirect sum of m monomials of degree at least two, Eqs. 4 and 2

yield
1 u 1
nnl(f):2<1—l_!<l—2deg(ﬁ)_l>>. (6)

i=
When computing nonlinearity, it is convenient to view functions up to a suitable equiva-
lence relation, namely EA-equivalence, which we will recall below. First recall that an affine
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automorphism of [} is a mapping ¢ of the form ¢(x) = Mx + a, where x, a and ¢(x) are
viewed as column vectors, x! = X1, ..., Xn), al = (a,...,ay) € ]Fg and Misann x n
invertible matrix over IF;.

Definition 2 Two Boolean functions f and g in n variables are said to be affine equivalent if
there exists an affine automorphism ¢ of 5, such that f = gog, where *o’ is the composition.
The functions f and g are said to be EA-equivalent (extended affine equivalent), and we write
then f ~ g, if there exists an affine automorphism ¢ of [} and an affine Boolean function £
in n variables, such that f = go ¢ 4 £.

Note that the algebraic degree, as well as the (normalized) Walsh-Hadamard transform and
(normalized) nonlinearity are invariant under EA-equivalence.
The functions of algebraic degree 2 are fully characterized up to affine equivalence.

Lemma 1 [7, Chapter 15, Theorem 8] Every quadratic non-affine function in n variables is
EA-equivalent to x1x3 + - - - 4+ Xom—1X2m, for some m < %

The restriction of a function f to an affine space A will be denoted by fj4. Any
system of k equations that define an affine space of codimension k can be transformed
by Gaussian elimination into k equations of the form: x;, = a; (y),...,x;, = a;(y),
where iy, ..., i are distinct and a;(y) are affine functions in y = (y1, ..., y»—k), Where
1, oo Yuek} = {x1, ..., X0} \ {xiy, ..., x;,. }. The ANF of fj4 can be obtained from the
ANF of f by substituting the variables x;,, ..., x; with a;, (y), ..., a; (¥); we obtain thus
a function in the n — k variables {y1, ..., y,—k}, whose expression depends on the equations
used for defining A, although all choices yield functions which are affine equivalent to each
other.

The behavior of restrictions with respect to EA-equivalence is as follows.

Proposition 1 [3, Lemma 4] Let f, g be n-variable functions such that f ~ g, i.e. g =
f o @ + L for some affine automorphism ¢ of F5 and some affine function L. For any affine
space A of ) we have g, ~ fj -

3 The k-restriction nonlinearity

In this work, we are interested in how the normalized nonlinearity of a function changes
when we restrict the function to an affine subspace. It turns out that it can decrease, increase,
or stay unchanged.

Example 1 For any function f in n variables x1, ..., x,, if there is one variable, say x;, such
that f does not depend on xp, then the restriction of f to the hyperplane H defined by the
equation x; = O (or any affine equation containing x1) has the same ANF as f, and therefore
nnl( fjg) = nnl(f).

For the function f(x1, x2, x3) = x1x2 4+ x2x3 + x1x3 + X1 x2x3, one can check by direct
computation that nnl( f) = %; when the hyperplane H is defined by the equation x; = 0 we
have fiy (x2, x3) = x2x3 and nnl(fjp) = % > nnl(f); for the hyperplane H’ defined by the
equation x| = 1 we have fy/(x2, x3) = x2 + x3 and nnl(fjz/) = 0 < nnl(f).

We are particularly interested in functions for which the nonlinearity does not decrease much
on any of the subspaces of a given codimension k. We are therefore led to define the following
notion.
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Definition 3 Let f be a Boolean function in n variables and 0 < k < n. The k-restriction
nonlinearity of f is defined as

Ronl, (f) = w dﬁ&l)g k(nnl(f\A)),

where A are affine spaces of IF.

It is well-known that the nonlinearity nl is invariant under EA-equivalence; for any fixed k,
any invertible affine transformation of I; gives a one-to-one mapping on the set of affine
subspaces of codimension k of I;. This, in conjunction with Proposition 1, means that Rnnl;
is invariant under EA-equivalence:

Proposition 2 Let f, g be two Boolean functions in n variables. If f ~ g then Rnnli(f) =
Rnnlg(g) forany 0 < k < n.

Note that
nnl(f) = Rnnlp(f) = Rnnly(f) = Rnnlz(f) > ... > Ronl,_1(f) = 0.

Other than the trivial case of affine (including constant) functions, which have nonlinearity
zero, we do not know if there are any functions with nnl( f) = Rnnl; (/). We will be interested
in functions for which Rnnl; ( f) is not much lower than nnl( f).

The parameter Rnnl; ( f) can immediately be computed for functions f which have asingle
monomial in their ANF, or, more generally, can be written in the form f(x) = £(x)g(x) with
£(x) an affine function; the restriction of f to the hyperplane defined by the equation £(x) = 0
is the identically zero function, and therefore Rnnl; (f) = 0.

Next we consider the bent functions, as they have maximal nonlinearity. In Canteaut et
al. [1, Theorem 5.2] it is shown that a Boolean function f in n variables is bent if and only
if for every hyperplane H of I}, the restrictions of f to H and 5 \ H (viewed as Boolean
functions on F’;fl) are nearly bent. Consequently, for any bent function f we have

1 1 1

This means that, except for very small values of n, the nonlinearity of bent functions is
relatively stable under restrictions to hyperplanes.

Remark 2 Any affine space A of codimension k can be written as the intersection of k hyper-
planes, A = Hy N ... N Hy; moreover fia ~ (((fig,) ) - - )1, - When trying to compute
Rnnly (f) for k > 2, one could be tempted to construct a space A that minimizes nnl( f|4)
by using a “greedy” approach to repeatedly pick hyperplanes that minimize the nonlinearity
of the restriction at each step. For example, for k = 2, one could pick first a hyperplane H;
such that nnl( f| g, ) is minimal among all hyperplanes (and therefore nnl( f,) = Rnnl; (f)).
Then one could pick a hyperplane H which minimizes nnl((fig,)|#,), i.e. nnl((fig))1m,) =
Rnnl; (f|#,). One could then hope that Rnnl; ( f|z,) = Rnnla(f); in other words the restric-
tion to the space of codimension two A = Hj N H; reaches the global minimum nonlinearity.
However this approach does not always work. A counterexample is the function f : [F' g )
with truth table

f=10,0,0,0,0,0,0,100,000,1,101,1,1,1,0,0,0,1,0,0,1,1,0,0, 1, 1,
1,0,0,0,1,0,0,0,1,0,0,1,0,1,0,0,1,0,1,1,1,0,0,1,1,1,0, 1, 1,0, 1, 1].

For this function, Rnnl(f) = 0 and Ronl;(f) = 0.1875. One of the hyperplanes where
the latter is achieved, is the hyperplane H; defined by x> + x5 4+ x¢ = 0. However, for this
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minimal hyperplane H; and any choice of hyperplane H>, we have nnl( fis,nm,) > 0; the
minimum is actually Rnnl; (fjg,) = 0.0625, which is different from Rnnl>(f) = 0. Thus,
starting from this optimal hyperplane for codimension 1, it is impossible to reach an optimal
codimension-2 restriction, showing that the greedy approach fails.

Remark 3 Alternatively, one could wonder whether all spaces A of codimension k = 2 that
minimize the nonlinearity of the restriction, i.e. nnl( fj4) = Rnnly(f), can be written as the
intersection of two hyperplanes A = H; N H, where at least one of the hyperplanes, say
H; is such that H; minimizes the nonlinearity of the restriction of f to hyperplanes, i.e.
nnl(f|z,) = Rnnl;(f). This is not true in general. For example, consider the symmetric
Boolean function S3 4 : IF‘Z‘ — I, defined by

{1 if w(xy, x2, x3, x4) = 3,

$3,4(x1, x2, X3, X4) = .

0 otherwise.

For this function, Rnnl;(S3 4) = 0 is achieved by the hyperplane defined by the equation
X1 +x2 +x3 + x4 = 0, and Rnnl»(S3,4) = 0 is achieved (among other spaces) by the
codimension-2 space Ag = Hs N Hp where Hy : x; = 0and Hp : x, = 0. However, neither
of these component hyperplanes achieves the minimum nonlinearity of the restriction (which
is Rnnl; (83 4) = 0); namely, nnl(S3 4|x,) = 0.125 # 0 and nnl(S3 4|p,) = 0.125 # 0.
Thus, a minimal codimension-2 space can be formed from two hyperplanes, neither of which
is minimal in codimension 1.

4 Direct sums

Let f = fi+---+ fiu be adirect sum of m > 2 monomials, i.e. Var( f;) N Var(f;) = ¥ forall
i # j. Without loss of generality we can assume deg(f1) > deg(f2) > ... > deg(fn) > 2
(any affine terms can be ignored due to invariance to EA-equivalence, see Proposition 2).
Consider first hyperplanes H defined by an equation x; = 0 with i € Var(f;). Substituting
x; by Oin f we immediately obtain fjy = fi +---+ fj—1+ fj+1 + ...+ fiu: thisis again
a direct sum, so using (6), we can compute nnl(f| + -+ fj—1 + fj41 + ...+ fu), and
see that the minimum over all values of j is attained for j = m (i.e. i € Var(f,)), where we

have |
1 g 1
nnl(fl—’_.“_'—fm_l):z(l_H(l_zdeg(ﬁ)l))' 8)

i=1
Similarly, for an affine space of codimension & < m defined by equations of the form
xi; = 0,...,x; = 0, one can show that the restriction f|4 is equal to the direct sum of
those monomials of f which do not contain any of the variables x;,, ..., x;,. The minimum
nonlinearity among all such direct sums is achieved when x;; appears in fj,—k+;, in which
case the nonlinearity of the restriction fj4 is

m—k
1 1
nnl(fl +--- fmfk) = E (1 — 1_[ (1 — Zng(fz)—1>> . (9)

i=

The value above is obviously an upper bound for Rnnlg (f):

m—k
1 1
Runl(f) < 5 (1 S Mf)_l)) (10)

i=1
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We will prove in Corollary 1 that this bound is in fact the exact value of Rnnli ( f), that is, there
are no spaces A of codimension at most k (defined by equations which are not necessarily of
the form x; = 0) such that f|4 has nonlinearity strictly lower than the bound in Eq. 10.

We will actually prove a more general result, Theorem 3, regarding a lower bound for
the k-restriction nonlinearity for direct sums of functions (not necessarily direct sums of
monomials). To this end, we need first a technical Lemma, which includes an algorithm for
making certain choices during Gaussian elimination on a system of linear equations. Note
that if one is interested only in restrictions to hyperplanes (codimension one), one can skip
directly to Theorem 3, as the Lemma below holds trivially in that case.

Lemma2 Let f = fi + -+ 4+ fu be a direct sum of the functions f1, ..., fm. Let A be
any affine space of codimension k with 1 < k < m. Then there are k affine equations that
define A and have the following additional properties: they are of the form xi; = aj(y),
j=1,...,k where iy, ..., i, aredistinctand y = (y1,...Yn—k) With {y1, ..., Yyn—k} =
{x1, ..., xa\{xi), ..., x;, }, moreover, writing f = g-+h where g is the sum of those functions
fi which contain at least one of the variables x;,, ..., x;, (i.e. Var(f;) N {i1, ..., ix} #9),
we have that substituting the variables x;,, . .., xi, by a1(y), ..., ax(y) in g yields a function
which is affine in the variables of h.

Proof Let E1, ..., E; be any linearly independent affine equations that define A. We will
perform Gaussian elimination on these equations, making careful choices at each step, as
described in Algorithm 1. The intuition is that for each of the equations Ej, in turn, with
j=1,...,k, we pick a variable Xijs and use the equation E; to substitute Xi in all the other
equations. When we choose the variable x;;, we always favor variables which belong to an
“unused” function among f, ..., fm, which did not have any of its variables picked already.

Algorithm 1 Gaussian elimination for affine space restrictions for direct sums.

Input: A list of & linearly independent affine equations Ep, ..., E; that define an affine space A; a function
f = f1+ -+ fm in variables x1, ..., x,, which is a direct sum of the polynomials f; (we denote by
Polynomial(x;) the unique element of {f1, ..., fiu} that contains the variable x;)

Output: k affine equations Eq, ..., E; that define A, of the form Xi; = daj Voo Yn—k)s J = 1,0k,
where iy, ..., i are distinct and {yy, ..., yp—k} = {x1,..., %2} \ {x;|, ..., x; }; the equations satisfy
the property that when substituting x;,, ..., Xi in g, where g is equal to the sum of the polynomials
in the set {Polynomial(x;), ..., Polynomial(x,-k )}, the resulting function is linear in the variables
{x; i efl,...,n}\ Var(g)}

1: UnusedPolynomials <« {f1,..., fn}

2: for j =1tokdo

3: // Choose a variable with non-zero coefficient in equation E

4: if 3 variable x¢ in E; such that Polynomial(x¢) € UnusedPolynomials then

5: Choose such an x, and set ij <~ /¢

6: UnusedPolynomials <« UnusedPolynomials \ {Polynomial(x,-j)}

7:  else

8: Choose any variable x, with non-zero coefficient in Ej, and set ij <~ /{

9:  endif

10:  //Isolate Xi; in equation E; and substitute into all other equations

11:  Write equation E; as Xi; = aj(xy, ... B N TR TR Xn)

12: forre{l,...,k}\{j}do

13: Substitute X

by a;(xy, e Xi 1 Xi L ..., Xp) into E;

14:  end for

15: end for

16: return the equations Eq, ..., Ef
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We now prove the correctness of Algorithm 1. It is not difficult to show the following
statements: the equations returned by the algorithm define the same space A as the input
equations; the variables x;,, ..., x;, are distinct; each of these variables x;,, for 1 <t <k,
only appears in one of the equations Eq, ..., E in the output of the algorithm, namely in the
left hand side of the equation E;.

The more technical part of the proof involves showing that the equations returned by the
algorithm satisfy the last property required for the output of Algorithm 1. Namely, let g be
the sum of the polynomials in the set {Polynomial(x;,), ..., Polynomial(x;,)}, where
Polynomial(x;) denotes the unique element of { f1, ..., fi,} that contains the variable x;,
andletx® = {x; :i e {L,...,n} \ Var(g)}. We have to show that when the equations pro-
duced by the algorithm are used to substitute x;,, . .., x;; in g, the resulting function is linear
in the variables x®). Consider a function f, thatis one of the summands in g. Note that f,, does
not contain any of the variables x (@) butit contains at least one of the variables Xips oo, Xig,sQy
it contains Xi s oo Xiggs withl <1 <t <... <ty <k.Tocompute (f,)a, we substitute
Xigy s+ Xy bya; (y), ..., a; (y)in f,. We have to show that any product of some of the func-
tions a;, (y), ..., as, (y) has total degree at most one in the variables x@ Tt suffices to show
that the product of all of them, namely []}_, ay, (y) has total degree at most one in the variables
x@ If s = 1, this is obvious, as ay, is affine. Now assume s > 2. We will show that none of
the affine functions ay, , . . ., a;, contain any of the variables in x @ (note that a; might contain
variables in x?). Assume for a contradiction that there is a variable x; € x® which appears
in one of ay,, ..., a;,, say it appears in a;,. Since x; € x@, we know Polynomial(xy) ¢
{Polynomial(x;,), ..., Polynomial(x; )}. Consider the point in the algorithm where
the for loop reached j = #,. At this point, at the start of the loop, UnusedPolynomials =
{fi,..., fm}\{Polynomial(x;),..., Polynomial(xitr] )}. Therefore, Polynomial
(x¢) € UnusedPolynomials.Ontheotherhand,sincet; < f and Polynomial(xi,1 )=
Polynomial(xi,z) = fu, at this point we have Po lynomial(x,-,z) ¢ UnusedPolyno-
mials. Therefore the algorithm would not choose x;,, when a preferable choice of x, is avail-
able, which is a contradiction. This concludes the proof of the correctness of the algorithm.
0

Theorem3 Let f = f1 + fo + -+ + fm be a direct sum of functions f;. Without loss of
generality we can assume 0 < nnl( f1) < ... < nnl(fy,). Letk be an integer, with 1 < k < m.
Then we have:

Ronlg(f) = mnl(fi + o+ + fn—i)- (an

Proof Let A be an affine space of codimension k. To compute fj4, we first compute a system
of equations for A as described in Lemma 2 (using Algorithm 1) and then substitute the

variables x;,, ..., x;, in f by ai(y), ..., ax(y). We write f = g + h as in Lemma 2 (recall
g is the sum of those functions f; which contain at least one of the variables x;,, ..., x;,),
and define x" = {x; : i € Var(g) \ {i1,...,ix}} and x@ = {x; : i € Var(h)}. Denote by

ni, ny the number of variables in xD @ respectively. Obviously, ny +ny = n — k. We
obtain for fj4 the following:

fiaxD x@) = g4 xV, x?@) + h(x?). (12)

We know from Lemma 2 that g4 is affine in the variables in x| and therefore (12) can be
written as
fiaxM x?) = g1 xM) + GxV) - x® + h(x®), (13)

for some Boolean function g; and some vector G of n, Boolean functions in the variables
(n
x\,
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The normalized Walsh transform of fj4 at @V, u®) withuV € F}', u® € F2? is

1 - (xD x@)aD ox(D g @ @)
W 1 2 Z Z , . :
N fin (u( )7 u )) _ = (_l)f\A(X x@)u® xD 4@ .x

xDely! x@ely?

| (14)
My xD
— T Z (_1)81(X )+u'tx S(X(l), u?®, G),
x(Del!
where
1 M) 4u?@).x@ @
(e - _1(GE)+u)xF +h(x)
Sau® Gy = 3T (=D
x@eFt "
= NW,(GxD) +u?). (15)
From (14) and (15) we obtain
1
1 1@ [ e
INW 7, @ u®)] < == 0 ISP, 0, 6))
x(D !
1
=2 2. INWAGED) +u?)]
xDep)!
< max |[NW,x?)].
x(z)e]F'zl2
Therefore
max  [INW;, @D u®) < max [NW,x?)].
(u(”,u(z))e]F';k x(Z)EIF;2
and consequently
nnl(fja) > nnl(h).
In other words, denoting by I the subset of {1, ..., n}suchthath = Y, _, f;, we proved that
for any affine subspace A of codimension k there is a subset I C {1, ..., n} of cardinality at
least n — k such that
nnl(fix) = I} f). (16)
iel
Combining the inequality above with the definition of Rnnl; (Definition 3), we obtain
Rnnl > i 1 i
nnl(f) = min anl() )
iel
— 1 1 i
,min_ nn (Z )
iel
m—k
=ml()_ fi),
i=1
where the second equality uses relation (5) and the last equality uses (4) and the fact that
0 <nnl(f1) <...<nnl(f). O

For direct sums of monomials, applying Theorem 3 and (10) we obtain the exact value of the
k-restriction nonlinearity:
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Corollary 1 Let f = f1+ fo + - + fm be a direct sum of monomials f; with deg(f1) >
. >deg(fin) > 2, and let k be an integer, with k > 1. Then we have:

Ronlg (f) = nnl(f1 + f2+ -+ fin—t)

1 mok 1
) (1 - q <1 - 2deg(ﬁ)l>)

1

m—k m
1 1 1
:nnl(f)—zl_[<1—2degfi)_]><l_ 1_[ (l_zdeg(fi)—1>>'

i=1 i=m—k+1

Note that the last equality in the theorem above means that in general the nonlinearity
decreases by only a relatively small amount when restricting a direct sum of monomials
to a hyperplane, or a space of small codimension. For example, if f is a direct sum of
5 monomials of degree 3, we have nnl(f) =~ 0.38 and Rnnl;(f) =~ 0.34, a decrease of
about 0.04; for restrictions to spaces of codimension 2, we have Rnnl; (f) ~ 0.29, a further
decrease of 0.05. Of course, there are some edge cases where the decrease is more signifi-
cant, for example when k = 1, the degree deg( f;,) is much lower than deg( f;,—1) and m is
relatively low. For example, form = 5, deg(f1) = --- = deg(fs) = 10 and deg(f5) = 2, the
nonlinearity decreases from nnl(f) = 0.2519 to Rnnl; (f) =~ 0.0039, a decrease of 0.2480.

As all quadratic function are EA-equivalent to direct sums of monomials (as recalled in
Lemma 1), Corollary 1 gives the values of Rnnly (f) for all quadratic f.

Corollary 2 Let f be a quadratic function in n variables, and letm < 5 be the unique integer
such that f(x1,...,xp) ~ x1xX2 + -+ + X2m—1X2m- Let k be an integer with 1 < k < m.
Then we have

1 1 2k 1
Rnnl, (f) = 3 <1 - 2,,Tk> = nnl(f) — mrt

Proof The result follows directly from Corollary 1. We also present an alternative proof
here. Due to the invariance of Rnnl; under EA-equivalence, we can assume without loss of
generality that f(x1,...,x,) = x1x2 + Xx3X4 + - -+ + X2;»—1X2;,. From (10), we see that

Ronli (f) < % (1 — 2m%k>

If k = m, we obtain

Rnnly (f) =0 =1 (1 - 2%,,,)

Now assume k < m — 1, and let A be an arbitrary space of codimension k. From Carlet
et al. [3, Lemma 10], fj4 is EA-equivalent to x1x2 4 x3x4 + - - - + X2(n—r)—1X2(m—r) Where
1 <t < k. Thanks to Relation (6), we have

1 1 1 1
nnl(fj4) = 5 (1 - 2m—t> = 5 (1 - W)

and consequently Rnnl (f) = % (1 — zmlfk ) The second equality follows from the fact that,

by Eq. 6, we have nnl(f) = % (1 — zi'”) o

Remark 4 In Remark 2 we saw that for constructing a space A such that nnl(f|4) is minimal,
a “greedy” approach does not always work. Note that Corollary 1 shows that when f is a
direct sums of monomials, the “greedy” approach does work.
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5 Boolean functions with low nonlinearity

We are considering functions with low nonlinearity; we start with functions with nonlinearity
at most %. These can be characterized by the following known and straightforward result:

Lemma3 Let f be a Boolean function. The following statements are equivalent:

(i) nnl(f) < 3.

(ii) There exists an affine function £y at distance at most %from I

Moreover, if any of these conditions is satisfied, then nnl( f) = nd(f, £o).

In the case of strict inequality, we have that nnl(f) < % if and only if there exists a unique
affine function Lo with nd(f, £g) < %.

Proof If we assume (i) holds, then (ii) follows from the definition of nonlinearity. Now
assume (ii) holds. Then nd(f, £) > 1 for all other affine functions ¢ different from Lo, and
the inequality is strict if nnl(f) < % (this follows from the triangle inequality, nd(f, £) >
nd(£o, £) — nd(f, £o), and the fact that the distance between any two affine functions is at
least %). Consequently, £q is an affine function closest to f, so nnl(f) = nd(f, £p) < %.

This shows that (i) holds. ]

In particular, Lemma 3 shows that if the weight of a function f is at most }T, then nnl(f) =
nw( f). Similarly, if nw(f) > %, we have that nw(f + 1) < }T’ sonnl(f) =nnl(f + 1) =
nw(f +1)=1—nw(f).

The following result shows that, for functions of nonlinearity at most %, a closest affine
function £g described in Lemma 3 has another useful property: £g is also a closest affine
function for the restriction of f to any hyperplane H. This considerably reduces the search
space for determining Rnnl; (f).

Proposition4 Let f : F5 — IFp with nnl(f) < %. If £y is an affine function such that

nd(f, £o) < , then
Ronly () = minnd(fin. (¢o)in),

where the minimum is taken over all hyperplanes H. In particular, if nw(f) < %, then

Rnnly (f) = mhi,n nw(fin).

Proof We prove first the particular case of nw( f) < 1, 1i.e. £y is the identically zero function.
Note that, by Lemma 3, nnl(f) = nw(f). For any hyperplane H of I}, its complement
H = IF5 \ H is also a hyperplane. We have therefore w(fjx) + W(flﬁ) = w(f), and
normalizing the weight (note that f is a function in n variables whereas f|y and fip are
functions in n — 1 variables) we obtain

nw(fig) + nw(flﬁ) =2nw(f). 17

Let us denote a = miny nw(fjg) and b = maxy nw(fjy). From (17) we see that if the
restriction of f to a particular hyperplane Hy achieves the minimum weight, i.e. nw(f|x,) =
a, then its restriction to Hp achieves the maximum weight nw( flﬁo) = b; using (17), we
obtain

(18)

N —

a+b=2nw(f) <
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In particular, this means @ < nw(f) = nnl(f). From the definition of nonlinearity and the
definition of Rnnl; ( f), we see that

Rnnl; (f) = min(nnl( f), rlr_lli? nw(fig + 1)),

where H ranges over all affine hyperplanes of I} and ¢ ranges over all affine (including

constant) functions over Fg_l . To prove that Rnnl; () = a, it suffices therefore to prove that
nw(fjg +€) > a forall H and £.
When ¢ is the constant zero function, this is immediate. When £ is the constant one
function, we have nw(fjg +¢) =1 —nw(fjg) > 1 —band 1 —b > % —b > abykEq. 18.
When /£ is an affine non-constant function, we have that

nw(fig +4€) =nw(fig) +nw(l) — 2nw(l fig)

1
=nw(fin) + 5~ 2nw(€ fiu)

1
> _
z5 nw( fim)
> - —b>a,
>3 >

where the first inequality used the fact that nw(£ fjy) < nw(f|g), and the last inequality
used (18).

For the general case, when the closest affine function £ is not necessarily the identically
zero function, we simply define ¢ = f + £ and apply the result above to g, noting that
nw(g) = nd(f, £o) < } and nd(fia, (L)) = nwgim). o

When we consider restrictions to affine subspaces A of codimensions k for arbitrary k, the
following result gives a sufficient condition for a closest affine function to f to also be a
closest affine function to all the restrictions f4.

Proposition5 Let f : F; — IFp and let 1 < k < n. Assume there is an affine function £¢
satisfying the the following two conditions:

Ronlg—1(f) > min  nd(fja, (€o)|a)
codim(A)=k

and

i
. d . 14 d s 2 < —,
codiminy—i "4U14 CO) + i nd(fia. (Co)ia) = 5

where A ranges over all affine spaces of Iy of codimension exactly k. Then we have

Rnnl = i d , (£ .
nnlg (f) CodirI;l(lg):kn (fla, Co)ja)

In particular, if f satisfies the following two conditions:

Rnnl;_ > i
nnlg—1(f) > codi?nl(lﬂ):k nw(fia)

and

1
min  nw + max nw < -,
coatmipy— ™I E S WU = 5

where A ranges over all affine spaces of 5 of codimension exactly k, then we have

Rnnl = i .
i (f) codigll(lg)=k nW(flA)
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Proof We will first prove the particular case of this Proposition, namely the case where
£o is the identically zero function. Let us denote @ = mincodim(A)=k NW(fj4) and b =
MmaXcodim(A)=k NW( f|4); the hypothesis states thata + b < % and Rnnlg_1(f) > a.

From the definition of Rnnl;, we have

Rnnlg (f) = min(Ronlg—; (f), nw(fia +£)),

min
¢,A,codim(A)=k

where ¢ ranges over all affine (including constant) functions over IFg_k.

To prove that Rnnl (f) = a, it suffices therefore to prove that nw(fja +£) > a forall A
with codim(A) = k and all affine ¢ over Fgfk .
Case 1: £ is the constant zero function. This is immediate since nw( fj4 +£) = nw( fja) > a.
Case 2: ¢ is the constant one function. We have

1
nW(f|A+£):1—nw(f|A)Z1_1;25_1,20,

where the last inequality uses the fact thata + b < % by hypothesis.
Case 3: ¢ is an affine non-constant function. We have that

nw(fja +£) =nw(fja) +nw(€) — 2nw (€ fj4)
1
=nw(fja) + 3 2nw (€ f14)
> %—nW(ﬁA)z%—bza,

where the first inequality used the fact that nw (€ fj4) < nw( f|a), and the last inequality used
the hypothesis a + b < %

For the general case, when the affine function £y is not necessarily the identically zero
function, we simply define ¢ = f + £o and apply the result above to g, noting that
nd(fin. (€o)j) = nw(g ). o

Remark 5 Note that when k = 1, Proposition 4 and its proof show that functions f with
nnl(f) < % satisfy the conditions in Proposition 5. In this sense, Proposition 5 can be

viewed as a generalization of Proposition 4.

6 Symmetric functions and threshold functions

In this section we use the results of the previous section to determine the k-restriction nonlin-
earity of most threshold functions. We start will some preliminaries on symmetric functions,
as threshold functions are symmetric.

Recall that a function is symmetric if it is invariant under any permutation of the variables,
ie,if f(x1,..., %) = f(Xz(1)s ..., X)) forany permutation w on {1, ..., n}. For Boolean
functions, this is equivalent to the fact that f outputs the same value for all the inputs having
the same Hamming weight. We start with the following property.

Lemma4 Let f be a symmetric function in n variables and A an affine space of 5. Then
for all permutations ¢ of the n variables {x1, ..., x,}, we have

nnl(fja) = nnl(fiy(a))-
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Proof Let ¢ be a permutation of the n variables {x1, ..., x,}. By setting g = f o ¢, we
obtain g = f (since f is symmetric) and from Proposition 1, we have gja = fia ~ flp(a)-
By Proposition 2, the result follows. O

We will denote by H; . the hyperplane defined by the equation x| + - - - + x; + € = 0, where
ie{l,2,...,n}and € € {0, 1}.

Remark 6 Thanks to Lemma 4, in order to compute the 1-restriction nonlinearity of a sym-
metric function f in n variables, instead of considering its restrictions to all the 2(2" — 1)
hyperplanes, it suffices to consider its restriction to the 2n hyperplanes of the form H; ¢, the
remaining ones being obtained via some permutation of the variables.

Recall that for n odd, it is known [8] that the maximum nonlinearity of a symmetric function
on n variables is 2"~ — 2% . Asrecalled in Section 2, if  is even, the maximum nonlinearity
of any function, including symmetric functions, is 2"~ — 27! attained by symmetric bent
functions. We will not need that here, but all of these symmetric functions with optimal
nonlinearity are quadratic [6].

Now we address the class of threshold functions, which is a particular class of symmetric
Boolean functions.

Definition 4 Let n and d be two integers with 0 < d < n. The threshold function of param-
eters d, n is the Boolean function in n variables denoted by 7 ,, and defined by:

Lif wx)>d

0 otherwise.

Tqn(x) = {
The weight of a threshold function is
Ty 1 < (n e (19)
nw = — E = —_— E s
o 2 i=d i 2 i=0 i

and the nonlinearity of a threshold function is given in Carlet and Méaux [4] as follows (we
use the normalized version):

3= () ifd = 5
2
nnl(Tan) = & S0 (1) =nw(Ta)  ifd > 5 (20)
AT () =1 —nw(Ty,) ifd < "H

Note that the cases of d = n and d = 0 are trivial, as 7}, ,, is equal to the monomial x1 - - - x,
and Tp , is the constant function 1. We will assume therefore 1 < d < n (the case d = 1
being also trivial).

It is easy to verify that Ty , (x) = 1 + T,—g41,,(1 + x), where 1 = (1, 1, ..., 1) (see for
example [4, Property 2]), which means T , ~ T,,—4+1,,- Combined with the fact that Rnnly
is invariant under EA-equivalence (Proposition 2), we obtain:

Corollary 3 Foralln > d > 1 and all k > 0 we have:
Rnonli (T4,n) = Ronlg (T —g+1,n)-

It is therefore sufficient to determine Rnnly (7, ,) for d > % We will first concentrate on
the case d > %

We first study the case where the threshold function is restricted to any affine space of
codimension k defined by the system x; = €;, where i € {1, 2, ..., k} and ¢; € {0, 1}, and we

have:
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Lemma5 Let n and d be integers with 1 < d < n. Let €1, ..., ¢ex € {0, 1}, and let A be
the affine space of codimension k defined by the system x; = €;, where i € {1,2, ..., k}.
Letd =d — Zle €; (with the sum being over integers). Then, (Tg,)ja ~ Ta' n—k, and
therefore, we have

1 1 (n—k . —k+1
i_znfk(%) ifd =" 2+
nnl(Tyn)ia) = | 5o Yool (") = aw@yup)  ifd’ > 25
1 d'—1 (n—k . k41
i i () =1 —nw(Ty g ifd < =5+
Proof Lety = (X1, ..., X,)bethe vector of n —k free variables that parameterize the affine

space A. The restricted function (74 ,) 4 is a Boolean function in these n — k variables. By
definition, for any input y € Fg_k, the value of the restricted function is given by evaluating
the original function 7, , on the corresponding vector x € A. This vector x is formed by
setting the first k coordinates to (eq, ..., €¢) and the remaining n — k coordinates to y. Let
us denote this specific vector x(y) = (€1, ..., €k, Xkt1s - -+ Xp)-

The threshold function 7y , is defined by the Hamming weight of its input. So, for a
given y,

(Ta)a(y) = Tan(x(y)) =1 <= wx(y)) = d.

The Hamming weight of the concatenated vector x (y) is the sum of the weights of its parts,

k
W(x(p) = Wler ... &) + WXkp1, ... Xy) = (Z a) + W)
i=1
Substituting this back into the condition for the restricted function, we get

k
(Taia() =1 < (Z e,-) +w(y) = d.
i=1
Rearranging the terms, we find the condition on the weight of y,

k
(Taa) =1 & W) =d—) e

i=1

The condition becomes w(y) > d’. This is precisely the definition of the threshold function
T4 n—k acting on the input vector y € Fgfk.

Therefore, we have shown that (7 )4 is identical to the function Ty, (up to a rela-
beling of variables from {xj41, ..., x,} to {x1, ..., x,—k}). As the normalized nonlinearity
is invariant under EA-equivalence,

nnl((Ty,n)ja) = nnl(Ty ).

The formula for the nonlinearity of a threshold function is given in Eq. 20. Applying this
formula to the function Ty ,_j in n — k variables yields the result stated in the lemma. O

Remark 7 Thanks to Lemmas 4, 5 remains true if the affine space A is replaced by the
affine space A’ given by the system of equations x;, = ¢;, where i € {1,,...,k} and
l<ji<p<--<jtsn

We now study the restrictions of 7y , to affine subspaces of codimension k. In the special
case k = 1, we will also record a sharper characterization of the equality cases, which will
be used later.
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Theorem 6 Let d, n, k be positive integers with 1 <k <d <nand1 < d < n — k. For any
affine space A of codimension exactly k, we have

1A -k 1 -k
T > ;)= Tan—k) =ow((Tan)ia) = nwW(Ta—kn—k) = 7 > i)
i=d

i=d—k

Moreover, the lower bound is achieved if A is an affine space of codimension k defined
by the system x; = 0 with i € {1,...,k}, or by any permutation of variables fol-
lowed by this form. The upper bound is achieved if A is an affine space of codimension
k defined by the system x; = 1 with i € {1,...,k}, or by any permutation of variables
followed by this form. In particular, mincodim(a)y=k "W((Tz,n)ja) = 2%1( ZL—; (nl—k) and
maXcodim(A)=k DW((Ty n)14) = z%k Z;:ffk (n?k)-

When k = 1, for any hyperplane H, we obtain nw(Ty,—1) < nw((Tgn)n) =
nw(Ty—1.n—1). Moreover, the lower bound is achieved if and only if H is defined by
X1+ -+ x, = ((d — 1) mod 2) or by an equation of the form x; = 0, and the upper
bound is achieved if and only if H is defined by x| + - - -+ x, = (d mod 2) or by an equation
of the form x; = 1.

Proof By Lemma 4, it suffices to consider affine spaces A of codimension k writ-
ten in canonical form x; = a;(xXg41,...,%,) + €, i € {l,...,k}, where each q;
is linear and each ¢; € {0, 1}. The ANF of (7,;,))a can be obtained by substituting
X1, oooo Xk by a1 (X1, .., Xp) + €1, ..., ak(Xg+1, - .., Xp) + € in the ANF of 7, ,. We
have then (Ty ) A (Xks1, -, X0) = Tyn(ar X1, oo, X0) + €1, oo (kg1 -0 -5 Xp) +
€k, Xk+1, - - -, Xp). Therefore, (T4 1) 14 (Xk+1, - - ., X,) = 1if and only if one of the following
k + 1 mutually exclusive conditions holds:

® W(Xkt1,...,X0) > d;
® W(Xpy1,...,Xy) =d—Tlandw (a;(Xgy1, ..., X0) + €1, o, ap(Xprt, ..o, Xp) +€) >
L;
© W(Xkt1s---rXp) =d—kandw (a; (Xg41, -+ Xn) + €1, ooy G (Xkp1s - oo Xp) + €4) =
k.
Denoting by Ny—; a the number of vectors (xg+1,...,x,) of weight d — j such that
w(ay(Xgs1s -5 Xn) €1, oo, Ak (X1, .-, X) +€;) > j, we have
1 K —k k
w(Tan)ia) = 3 Z( ; ) +2_ Na-ja
j=d j=1
Clearly,
0<Np o< (" 21
= Nn—j,A = d —j s
s0 we obtain =1 Y% ("_k) <W((Ty)ia) < = YK ("_k)
ok Luj=d \ j )= dnlA) = 5n=k Laj=d—k \ j )
The lower bound is attained when all €; = 0, that is, for spaces of the form x; =
- = xx = 0, and the upper bound is attained when all ¢; = 1, that is, for spaces of
the form x; = --- = x; = 1. By symmetry, the same holds after any permutation of

variables. For the case of arbitary nw((Ty,»)ja) = zn%k (Z;’;S(";k) + Z,{:lNd,j,A> ,
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ay we have Ng—j 4 = {(Xk+1, -+ s X)W (X150 X)) = 0 — j, wlar (Kgs1, -5 Xn) +
€1,y (Xk41, -+, Xn) + €x) > j}|. This proves the stated extremal values

1 Kk
. T _
codigll(lg)zk nw((Ta.n)ia) 2n—k JZ_;( J )
and «
1 = n—k
T = )
Codirgnl?g):k nw((Ta,n)14) T j_Xd:_k< f )

When k = 1, we can say more. Let H be a hyperplane. Since 7y , is symmetric, it is
enough to consider hyperplanes H; . defined by

x1+---+xi+e=0, ief{l,...,n}, e €{0,1}.

Substituting x; = x3 + - - - +x; + €, we obtain (Ty ) n; . (x2, ..., x,) = 1 if and only if one
of the following mutually exclusive conditions holds:

o W(x2,...,xp) >d;
o wWxo,...,xy)=d—1landxy+---+x;+€=1.

Therefore
1 (-1
ow(Tani) = 57 | 22 )N
j=d
where N; . is the number of vectors (x2, ..., x,) of weightd —1 such thatxo+- - -4+-x;+€ = 1.
Thus

0<Ni5<<"_1>. (22)
=Me=\g_1

The minimum is attained exactly when N; . = 0. This happens in two cases:

e ifi = 1and e = 0, i.e. for the coordinate hyperplane x; = 0;
e ifi =nand e = (d — 1) mod 2, because then for every vector of weight d — 1 we have

X2+ -+ x,=d—1 (mod 2),
s0 x3 + - - - + x,, + € = 0 for all such vectors.

For 1 < i < n, among the vectors (x3, ..., x,) of weight d — 1 there are some for which
X2 + - - - + x; is even and some for which it is odd, so in this case

n—1
0<N,~,E<<d_1>.

Hence the lower bound is achieved if and only if H is given by x; = 0 for some i, or by
X144+ x, =((d—1) mod 2).

Similarly, the maximum is attained exactly when
n—1
Nee=(,_,)

e ifi = 1 and € = 1, i.e. for the coordinate hyperplane x; = 1;

This happens in two cases:
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e ifi = nande = d mod 2, because then for every vector of weightd —1, xo+- - -+x,+€ =
1.

Again, for 1 < i < n the inequalities in Eq. 22 are strict. Therefore the upper bound is
achieved if and only if H is given by x; = 1 for some i, or by x; 4+ - - - + x,, = (d mod 2).
This proves the additional claim for k = 1. O

In order to apply Proposition 4 to threshold functions, we will need to examine, using (20),
which threshold functions have nonlinearity at most 41. To this end, for a given integer n > 2,
we need to consider which integers v satisfy the following inequality

v
3 (”) <2, (23)
i=0 !
Denote by B(n) the highest value of v for which the inequality (23) holds. Using the well-

known identities () = (n’il.) and Y7 () = 2", we see that B(n) < [5]. We will also
need the following straightforward combinatorial identity, for any 1 < v < n:

§(n+l>:§<(fJ*(")):('Z)“E;(") (24)

which also yields the inequalities
v—1 n v n+1 v n
2 .
2 ()% (7)220)
i=0 i=0 i=0
Using (25), we see that B(n) < B(n+1).Some immediate computations forn = 6,7, ..., 21

give the values 1, 2,2,2,3,3,4,4,5,5,6,6,7,7,7, 8 for B(n).
Using Theorem 6, Proposition 4 and Corollary 3, we obtain the following result.

Theorem 7 Let d, n be integers with 1 < d < n. Define B(n) as the largest integer v such
that 3°7_ (}) < 2"2. The following hold:

(i) Ifd > n — B(n) (which is equivalent to nw(Ty ,) < L and also implies nnl(Ty ;) < %

and d > %) we have

Ronly (Ty,n) = aw((Tyn) 1y o) = 0W(Ty,n—1) = nnl(Ty n—1)
12—
~onl Zd ( i ) (26)

Ty 1 /n—1
=nn - — .
dn) = on\g — 1
1

(ii) If d < B(n) + 1 (which is equivalent to nw(Ty ) > %, and also implies nnl(Ty ) < 1
and d < %) we have

Rnnly (74,,) = nnl(Ty—1,n—1)
1 =2
- Z( l_ ) @7
i=0
AT 1 /n—1
= nnl( d.n)_27<d_1)-
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Proof Since B(n) < L'%J, one can check thatd > n — B(n) implies d > % (and therefore
nnl(7y ,) = nw(Ty ), by Eq. 20) and d < B(n) + 1 implies d < % (and therefore
nnl(7y ,) = 1 —nw(7y,,), by Eq. 20).

To prove (i) we apply Proposition 4. First, we verify that the conditions of the proposition
n—d
are satisfied. Since n — d < B(n), by the definition of B(n) we have Z <n> < 2"_2,
i=0 !
n
L. . n n—2 . . . 1
which is equivalent to Z () < 2"77, or in normalized form, using (19), nw(7y ) < ;.
i
i=d
Therefore, by Proposition 4, we have

Rnnly (7y,,) = mlin nw((Ta,n)|H)-

By Theorem 6, we have
1 n—1 -1
min W (T, i) = 0w ((Ta.n)1t10) = W (T 1) = 57 D ( l. )
i=d

For the equality nw(7y,,—1) = nnl(Ty,,,) — 2%(3:}), we use equations (20), (19) and (24).

Namely, since d > ”TH we have

1= /n 1 /n—1 1 "E -t
mlTaw =52 ;) =5l _a) o 2 ()
i=0 i=0

i
1 (n—1
= 27 d—1 +nW(Td’n71).

The proof of (i) is complete. Item (ii) follows by using (i) and Corollary 3. O

Example 2 The 1-restriction nonlinearity Rnnl; (7 ,) of the threshold function 7y , is deter-
mined in Table 1 using Theorem 7 above, for selected values of n with d = n — 4. The case
n = 7,d = 3 uses part (ii) of the theorem (with d < B(n) + 1), while the cases n = 12
through n = 20 use part (i) of the theorem (with d > n — B(n)).

Table 1 Nonlinearity and n d

I, Rnnl (7,
I-restriction nonlinearity for 7y , nnl(Za,n) ooty (Za,n)
(withd =n —4) 7 3 2~ 022656 & ~0.10938
397 29
12 8 ok ~0.19385 & ~0.11328
13 9 2993 ~ 0.13342 e ~ 0.07300
14 10 L~ 0.08978 e ~ 004614
15 11 Tores ~ 0.05923 &5 ~0.02869
2517 9~
16 12 27~ 0.03841 575 ~0.01758
1607 697
17 13 807~ 0.02452 227 ~ 0.01064
18 14 1233 ~ 0.01544 T ~ 0.00636
19 15 3395 ~ 0.00961 G345 ~ 0.00377
1549 145
20 16 Ttey ~ 0.00591 8. ~0.00221
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Theorem 7 covers most, but not all functions 7 , with d # % For example, using the
values of B(n) computed above, we see that for n = 6, ..., 12 it covers all such functions
except Ty ~ T3.6, T5.8 ~ Ta8, To,90 ~ Tua9, To,10 ~ T5,10, T7.11 ~ T5,11, T7,12 ~ T6,12
(computations of the nonlinearity of some of these functions is given in the Appendix). The
ratio of functions not covered by the theorem out of all functions 7y , with d # % becomes
vanishingly small as n grows, as explained in the remark below.

Remark 8 Recall the well-known approximation for the sum of the first v binomial coeffi-
cients, when v < n/2, namely Z?:o (:l) < 2" | where Hy(p) = —plogy(p) — (1 —
p)log,(1 — p) with p € [0, 1] is the entropy function (see, for example [7]). Therefore,
for inequality (23) to hold, it is sufficient that n H>(;)) < n — 2, that is, Hz(%) <1- %
Defining B’(n) as the largest integer v < n/2 for which H, (%) <1- % we see that
B’(n) is a lower bound for B(n). Numerical computations for n = 6,...,21 give the
values of 1,1,1,2,2,2,3,3,3,4,4,5,5,5,6,6 for B (n). Recalling the behavior of the

function H>(p), which reaches the maximum of Hy(p) = 1 if and only if p = 0.5, we
B'(n)

see that lim,_, o (1 — %) = 1, and therefore lim,,_, oo = 0.5. The proportion of func-

2(B(m)+1)
n

tions Ty ,, which are covered by Theorem 7 equals . Taking into account that
2(B(m)+1)

B'(n) < B(n) < 5 and lim, B;E”) = 0.5, we obtain lim,_ o o = 1. In other
words, the proportion of functions not covered by Theorem 7 becomes vanishingly small as
7 GrOws.

Computer calculations for small n show that (26) and (27) in Theorem 7 actually hold for

all Ty, withd # ”erl , not just for the cases d > n — B(n) and d < B(n) + 1. This suggests

the following conjecture.

Conjecture 1 Let 1 < d < nwithd # "$'. For all d > "}, we have Rnnl|(Ty,,) =

nnl(Ty ,—1). Foralld < % we have Rnnly (Ty ,) = nnl(Ty—1 p—1).

We now consider the case of d = % Numerical computations for small values of n

suggest the following conjecture.

Conjecture2 Ford = ”'{1, we have Ronly(Ty ) = nnl((Tg,0) ) = nd((Ta,n)Ha g5 £

where £ is the linear function defined as €(xy, ...,x,) = xp and Hp is the hyperplane
define by the equation x1 + x, = 0.

The last quantity appearing in the conjecture above can be explicitly computed for any
threshold function and we do so in the next result.

Proposition 8 The distance from (Ty n)|m, , to the linear function £ defined as €(x2, . . . , xp) =
%2 is nd((Tyn) 0. ) = 5 — 51 (G21)-

Proof The restriction of 7, to the hyperplane H, ¢, defined by the equation x; = xp,
can be obtained by substituting x; with x; in Ty ,. Therefore (Ty,n) m, (X2, - .., Xn) = 1
if and only if w(x2, x2, x3,...,Xx,) > d. The number of tuples (xz,...,x,) for which
(Tan) g (X2, ..., xy) = 1 and £(x2,...,x;) = x2 = 0 is therefore the number of
tuples (x3, ..., x,) with w(xz, ..., x,) > d,ie. >, ("72) tuples. The number of tuples
(x2, ..., xy) for which (T4 ») |, o (x2, - . ., ) = 0 and €(x2, ..., x,) = xp = 1is the num-
ber of tuples (x3, ..., x,) with w(l, 1, x3,...,x,) < d, or equivalently w(xs,...,x,) <
d—3ie Y4} (”?2) tuples. In total, therefore

d-3 n—2 n n—2
d((Td,n)\Hz_ovg)=Z< i )+Z( i )

i=0 i=d
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_on2 _ n—2 _ n—2
d—2 d—1
— o2 _ n—1
d—1)’

which, after dividing by 2" ~! for normalization, gives the required value for nd((74,,) |, . €)-
O

Corollary 4 If Conjecture 2 holds, then for the threshold function Ty , with d = %, we

have
1 1 n—1 1 (n—1
Rnnl; (T”er],n) = 5 — Tn—l n_1 = nnl (T%,n) — 27 et |-

= =
If Conjectures 1 and 2 hold, then

Rnnl (Td n) = ]l]ll( d n) ! !
e / -
! ’ ’ 2 d

Corollary 5 foralll <d < n.

Theorem 7 can be generalized as follows to restrictions of threshold functions to spaces
of arbitrary codimension k.
Theorem 9 Let d, n, k be integers suchthat 1 <d <n, 1 <k <d andk < n — d. Define

v
B(m) as the largest integer v such that Z (m) <2m2,
i
i=0
(i)Ifd > n — B(n — k + 1) (which also implies d > "'{1), we have

Ronly (Ty,n) = nW((Ta,n)| a5) = nW(Ta,n—k) = nnl(Za,n—k)
1 -k
= on—k Z( i )
i=d

1 n—k
= Rnnlg_ 1 (Ty,n) — W d—1)

where Ag is the affine space of codimension k defined by the system of equations x; = 0 with
ief{l,.. k}L
(ii)Ifd < B(n — k + 1) + 1 (which also implies d < %), we have

Ronly (Ty,n) = nnl(Ty—k,n—k)
d—k—1

1 n—k
=2n—k ZO: ( i )

1 (n—k
= Rnnlg 1 (Ty,n) — on—k+1\g_ 1)

Proof Since B(n—k+1) < B(n) < L%J, one can check thatd > n — B(n — k + 1) implies
d > ”—erl (and therefore nnl(7y ,) = nw(7y,,), by Eq. 20) andd < B(n —k+ 1)+ 1 implies
d < ”—erl (and therefore nnl(7y,,) = 1 — nw(7y ), by Eq. 20).

To prove (i), we proceed by induction on k. The base case k = 1 is established by
Theorem 7. For the inductive step, assume the result holds for k — 1, and thatd > n — B(n —
k+1). According to Proposition 5, it suffices to verify the following two conditions for affine
spaces of codimension exactly k. O
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Condition 1 We need to show that

Ronlg—1 (Tgn) = min  aw((Tz,n)|4)- (28)
codim(A)=k

Sincen —d < B(n —k + 1) < B(n — k + 2), by the inductive hypothesis we have

& -kt 1
Rnnlkfl(Td’n) = W Z ( i ).
i=d

By Theorem 6, we have

i (Tam)in) = — n§_k ek
min nw = — .
codim(A)=k d.nJlA on—k i

i=d
Substituting these values in Eq. 28, this means we need to prove
1 "E k41 1k
WZ( ; )ZZWZ(,> (29)
i=d i=d

Multiplying both sides by 2" ~%*!  changing the index of summation and using the usual

combinatorial identity () = (,” ). the inequality above is equivalent to
n—d—k+1 n—d—k
—k+1 —k
> ("= (M7
i=0 ! i=0 !

which follows from (25).
Condition 2 We need to show that

(30)

i T, T < -.
min | mw(Tan)i) +  max | aw((Ta) < 5

codim(A)=k

Using Theorem 6, this is equivalent to

I (S n—k\ L m—k 1
L < -
(50 5 00)=
Multiplying by 2", changing the index of summation and using the usual identity () =
(m”i t), this is equivalent to
ndk o g on=d o .
;( i >+12(;< i )52 : (1)
Using (24), the left hand side of the inequality above becomes

R )R

i=0 i=0 i=

n—k "Ik
= 2

(o) ()

n—d

n—k+1

=Z< , ) (32)
i=0 !
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Since we assumed n —d < B(n — k + 1), by the definition of B(.) we have

n—d
Z (f’l — k + l) < 2n—k—1
i = s

i=0

which, combined with Eq. 32, proves (31). Therefore Condition 2 is satisfied.
Item (ii) follows from (i) and Corollary 3.

Remark 9 The threshold functions covered by Theorem 9 are a subset of the threshold func-
tions covered by Theorem 7. While Theorem 7 covers all 7, , with weights in the intervals
[0, %] U [%, 1], a computation using (24) shows that the conditiond > n — B(n —k + 1) in

Theorem 9(i) is equivalent to nw(7y,,) < § — Zf-‘;g znl,l- (Z:ij) Similarly, the condition

d < B(n—k+1)+1in Theorem 9(ii) is equivalent to nw(7y ,) > % + Zf;g 2,}—_1(2:5:%)

Remark 10 In Remark 2 we saw that for constructing a space A such that nnl( f|4) is minimal,
a “greedy” approach does not always work. Note that for those threshold functions for which
Theorem 9 applies, the “greedy” approach does work.

7 Conclusion and future work

In this work, we introduced the concept of the k-restriction normalized nonlinearity,
Rnnlg (f), to formally measure the stability of a Boolean function’s normalized nonlinearity
when restricted to arbitrary affine subspaces of codimension at most k. This metric is crucial
for assessing resistance against cryptanalytic attacks that operate by constraining the input
space.

Our primary contribution is the comprehensive characterization of Rnnl; for two important
classes of functions. For the first class, direct sums of monomials, we established an explicit
formula for Rnnlg (f) (Corollary 1) showing that the nonlinearity remains relatively stable
under restriction. Since any quadratic function in n variables is EA-equivalent to a direct

sum of m monomials for some m < n/2, we also obtain an explicit formula for all quadratic

1

functions, namely Rnnl; (f) = % (1 — W) This confirms that for quadratic functions,

Rnnlg (f) decreases predictably and minimally.

For the second class, threshold functions (7 ,, which return 1 if and only if the weight
of the input is at least d), we proved in Theorem 7 that when the normalized nonlinearity
of the function is at most 0.25 we have Rnnl; (7 ,) = nnl(7y ) — 21—,1 (;:i) This covers all
threshold functions except those where the threshold d is equal or close to ”TH The precise
characterization for these remaining boundary cases remains an open challenge. Based on
extensive computational analysis of these functions, we posited Conjectures 1 and 2 to predict
the exact Rnnl; values for these remaining parameters; if these conjectures hold, the relation
Rnnl (Ty,,) = nnl(Ty,,) — % (%71) holds for all threshold functions. Establishing a formal
proof for these conjectures would represent a conclusive end to the characterization of the
1-restriction normalized nonlinearity for all threshold functions. Furthermore, extending this
analysis to Rnnl (7 ,) for k > 2 (for which we covered only certain values of d, n in
Theorem 9), and applying the Rnnl; metric to other cryptographically relevant classes of
Boolean functions, such as algebraic immunity-optimal functions, would be of significant
interest.
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Appendix: Restricted nonlinearity for some threshold functions

We give below tables of the 1-restricted nonlinearity for some threshold functions. In
the tables, H; . denotes the hyperplane given by the equation x; 4+ --- 4+ x; + € = 0,
where i € {1,2,...,n} and € € {0,1}. The notation £ denotes the pair of values
"= 21=Innl ((Td,n)IH;.o) and v = 2" 'nnl ((Td,n)le)- The last two columns give respec-
tively the minimal nonlinearity under restrictions to hyperplanes and the nonlinearity of the
original function (Tables 2, 3, and 4).

Table 2 27nn1((T5,8)‘HL0), 27nnl((Ts 8)|#; ,)» 2"Ranl; (Ts ), 27nnl(T5 g)

Hie Hyo Hyo Hyo Hyo Hso Heo Hzo Hso 2Rl (Tsg) 27nnl (T5g)

Tsg Hy1  Hy1 Hi1  Hsy1 Hsy  He1  H71 Hgi
29 29 45 45 45 45 29 29
Tss # @ @4 @ @ @ @ @ 9312

Table 3 28nn1((T5,9) |4, ). 25nnl((T5 0) 4, ), 28Rnnl (75 9), 28nnl(T o).

Hie Hio Hyo Hso Hyo Hso Heo Hyo Hgo Hoo 28Rnn11(7~59) 28nnl(T;9)

Ts 9 Hyy My H3y Hyy Hsy  Hey  Hzy Hgy o Ho
93 58 93 90 93 90 93 58 93
Ts9 93 3% 935 g 935 § 93 s 93 OO 93

Table 4 2%nnl((Ts,10); ) 27001((T6,10)) 7; | )» 2°Rnnl; (g, 10), 2%nnl(Tg 10)

Hic Hio Hyo Hyo Hso Hso Heo Hzo Hzo Hoo Hi00 »9 9
s : K220 280 2.0 00 LU oD 2.0 == 27Rnnly (7T, 27nnl (T
T6,10 Hi1 Hy1 Hi Hyy Hsy He1 Hyi Hgi Hop Hion 1 ( 6*10) ( 6*10)

130 130 190 190 190 190 190 190 186 186
Ts,10 T8 186 186 186 190 190 186 18 130 130 130 193
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